CAN THE INTERNET SURVIVE
THE NEXT 40 YEARS?



Lots of questions...

What are the key attributes of the Internet that led to
its success?

Can the Internet be made secure? (next time...)
What are the economic challenges for the Internet?
How can we ensure an open Internet for all?

What happens when old-style networks are being
replaced?

What are the key challenges for the mobile Internet?

—> engineering, economics & public policy



- The Internet as infrastructure



The great infrastructure
-

o1 Technical structures that support a society = “civil infrastructure”
Large
Constructed over generations
Not often replaced as a whole system
Continual refurbishment of components
Interdependent components with well-defined interfaces
High initial cost

water energy transportation communication
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The Internet as core civil infrastructure

For Immediate Release February 12, 2013

Executive Order -- Improving Critical Infrastructure
Cybersecurity

EXECUTIVE ORDER

IMPROVING CRITICAL INFRASTRUCTURE CYBERSECURITY

By the authority vested in me as President by the Constitution and the laws of the United States of America, it ig
hereby ordered as follows:

Section 1. Policy. Repeated cyber intrusions into critical infrastructure demonstrate the need for improved
cybersecurity. The cyber threat to critical infrastructure continues to grow and represents one of the most serio
national security challenges we must confront. The national and economic security of the United States depen
on the reliable functioning of the Nation's critical infrastructure in the face of such threats. Itis the policy of the

THE INTERNET

A series of tubes.




The Internet as core civil infrastructure

Involved in all information exchange

(in a few years)

Crucial to
commerce
governance
coordination

inter-personal communication

Assumed to just be there

“plumbing”, “pipes”, ...



Interfaces: Energy

110/220V

* Lots of other (niche) interfaces
* Replaced in a few applications

1901



Other long-lived interfaces
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Interfaces: Paper-based information
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Interfaces: Transportation

About 60% of world railroad
mileage

1830 (Stephenson)
1846 UK Gauge Act

| INTERSTATE |
12'




email WWW phone...
SMTP HTTP RTP...
TCP UDP...

small number of long-term stable interfaces > |p<

ethernet PPP.:>

CSMA async sonet...

copper fiber radio...

S. Deering



Networking is getting into middle

zears
12 |

idea current

IP 1969, 19802 1981 rrc791)
TCP 1974 rrceo75) 1981 (rrc 793
telnet 1969 (rrc15) 1983 (rrc 854)
ftp 1971 rRrc114) 1985 (rrc 959)
http 1996 (rRFc 1945) 1999 (RFC 2616)




Which Internet are you connected to?




Theses: Internet lessons

The Internet is about more than the Internet protocol
Reliability multiplies, costs add

Quality is no substitute for quantity

Data links layers come & go, IP stays

The age of application-specific {sensors, spectrum,
OS, protocol ...} is over

Protocols matter, but programmability matters more

SmartAmerica 12/2013



- Some Internet economics



Bandwidth costs

Amazon EC2

out, $0/TB in
CDN (Internet radio) msgrsigeg”

$0.60/GB (2007)
(March 2014 — CDNpricing.com)

NetFlix (7 GB DVD)

postage $0.70 round-trip 2 NETELIX
FedEx — 2 |b disk NJ to CA

5 business days: $10.20

Standard overnight: $68.33 2 $0.02/GB Fed X
4 TB SATA:



Internet transit costs

Internet Transit Price

51,400 00

$ per Mb/s

per month

00 00

Driving price transit down:
* Competitive Market

* Donut Peering (bypass)
Yot * CDN (bypass)

* Expanded edge networks (bypass)

SE00 00

Peering April 2014
Dr. Peering (Bill Norton)



The value of bits

Technologist: A bit is a bit is a bit
Economist: Some bits are more valuable than other
bits

e.g., $(email) >> $(video)

Voice (13 kb/s GSM) 97.5 kB /minute 10c $1.02 $TM

Mobile data 5 GB $40 $0.008 $8,000

MMS (pictures) < 300 KB, avg. 25¢ $5.00 $5M
50 kB

SMS 160 B 10c $625 $625M



US broadband competition

Percentages of Households Located in Census Tracts Where Providers Report
Residential Fixed-Location Connections of Various Speeds as of June 30, 2011
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Measurement architecture

Wi-Fi equipped
laptop

able Modem

broadband Internet

access providel’ (|SP) Residential Gateway

Network
AV bridge

backbone
ISP

Ethernet Cables

Ethernet Connected
desktop conjputer
-

ed entertainrnent device

Measuring Broadband America 2011 & 2012

, , WTS 2014
Measuring Broadband America fu’rureg
Lucid



2012: You improve what you

medasure...
21|
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Broadband cost

30%




Maybe revisit?

TISP: Going with the Flow

Google TiSP (BETA) is a fully functional, end-to-end
system that provides in-home wireless access by
connecting your commode-based TiSP wireless router
to one of thousands of TiSP Access Nodes via fiber-
optic cable strung through your local municipal sewage
lines.

GOOGLE TiSP
SYSTEM

Google
April 1, 2007

TiSP Access Node



Open Internet R&O 2010 + DC Circuit

Ol May 2014



What could “fast lane” mean?

Separate mechanism from who pays

e.g., customer buys “commercial-grade” service (SLA)

edge provider pays
Separate logical IP-based “pipe” to end user

e.g., U-Verse “cable TV” video delivery

may be faster than broadband Internet service
Resource reservation

guaranteed bandwidth (e.g., similar to MPLS CIR)
Scheduling or drop priority

priority packets get priority access to shared resources
Impact on best-effort services

well-provisioned vs. artificial starvation



Communication models — ca. 1980
S

Telephone
service

(voice, modem

TV (& radio) data, fax)
broadcast

largely distributors
one-tfo-one

largely conduit



Google

Internet economic models - now

Chatroulette

Level 3

RCN

content and
applications

P

fiber or copper loop
(“Homes with tails”)

VS.

P

&

content production (*)
content distribution

broadband access
local infrastructure
regional and national

N

CDN

backbone

)

AT&T
Comcast/NBC (*)

Verizon



Internet economic challenges

Specialization vs. vertical integration
Economies of scale = small number of competitors
access networks (2)

sedarch engines (2)
social networks (2)

Differentiated services (& prices) 2 1 Mb/s costs the
same as 1 Gb/s

Who is (and can be) incented to invest in services and
infrastructure?
Who gets to capture the value of bits?

content /service provider vs. consumer surplus vs. provider
profit






cellular = about 500 MHz in total

STIFEL U.S. Spectrum Allocation of Key Bands July 14, 2011
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From beachfront spectrum to

brownfield spectrum
I

no interferencel
guard bands!



From empty back yard to time share
condo

g high tower, high power




Spectral efficiency

b/s/Hz: modulation, FEC,
MIMO, ...

but also fotfal spectral
efficiency

guard bands

restrictions on adjacent
channel usage

“high power, high tower” -
small cells = higher b/s/Hz
data efficiency

e.g., H.264 is twice as good
as MPEG-2/ATSC

and maybe H.265 twice as
good as H.264

distribution efficiency
unicast vs. multicast
protocol efficiency

avoid polling =2 need server
mode

mode efficiency
caching
side loading
pre-loading



What can we do?¢
B

IP multicast
WiFi offload small cells =
better spectral
efficiency + more
re-use

spectral efficiency (LTE-A)
directional antennas

general purpose spectrum

dense cells LTE: 1.5 b/s/Hz
white spaces & sharing GSM: 0.1 b/s/Hz




Unlicensed & lightly-licensed bands
(US)

UHF (476-700 MHz) — incentive auctions
(licensed) + some unlicensed

2.4 GHz (73 MHz) — 802.11b/g
3.6 GHz (100 MHz) — for backhaul & WISPs
4.9 GHz (50 MHz) — public safety

5.8 GHz ( MHz) — 802.11 a/n
much less crowded than 2.4 GHz
supported by many laptops, few smartphones




2.4 vs. 5.8 GHz

WiFi Explorer

2WIRE724

NET!

RIC Vet

50%

36 40 44 48 52 58 60 64 100 104 108 112 116 120 124 128 132 136 140 149 153 157 161 165




Freeing spectrum: incentive auctions

Incentive auctions will Adjacent Channel

Interference

share auction proceeds ‘/‘/ 1\

with the current occupant
to motivate voluntary v |Bs | Tv| BB| TV|[TV
relocation of incumbents

Otherwise, no incentive for
current occupant to give
back spectrum

Stations keep current
channel numbers

via DTV map



Small cell alternatives

Femto cells

use existing spectrum

need additional equipment

WiFi off-load

use existing residential
equipment

networks =
heterogeneous networks?

Distributed antenna systems Distributed Antenna Systems



TV white spaces

e TV channels are “allotted” to cities to serve the local area

e QOther licensed and unlicensed services are also in TV bands

e “White Spaces” are the channels that are “unused” at any

given location by licensed devices

; Non- .
g 2 4 Broadcast 5 Whlte 7 u 9
Jx spectrum Space :
~33 Low Wireless
Power TV Microphones
New York City » FEtc.
Full P . .
TV Stations Only for illustrative purposes
: T ,}'i- f
- White Nen- | White White il
Space 3 BS::C‘:':’U“;' Space 6 | space 8 10
Low Wireless
Power TV Microphones
Philadelphia >
Full Power Etc

TV Stations



Spectrum Outlook
o™

71 No single solution:
reduce spectrum usage RE JS :Q
W caching & better modulation e
re-use spectrum RE )L C

re-cycle old spectrum RECYCI_ =




- The phone system is going |P



The three transitions

Copper -2 fiber capacity
maintenance cost

Wired 2 wireless mobility
cost in rural areas

Circuits =2 packets  flexibility
(IP) cost per bit

competition

(“UNE”)

capacity
quality

line power



Copper loops

1 0, -
00% 7 Wl >3-7km
90% -

M <3km

80% 1

2 70% -
o
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)
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S
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Source: ECTA, Ofcom, Company Reports, Bernstein Estimates

DSL loop lengths

Copper loops =2 large-scale data competition (“unbundled network elements”)



Lines are disappearing, but maintenance costs

are constant
N . e

Access Lines By Year
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—m—Total Access Lines —e—Logarithmic Percentage Loss
per-line monthly
maintenance $2.72 $14.89

cost

voice revenue /line:

$50

NRRI Report 12-12, Oct. 2012



Switches are ageing

1979

Browse by
category v

{y Back to search results | Listed In category: Computers/Tablets & Networking > Enterprise Networking, Servers > Othe

n This is a private listing. Sign in to view your status or learn more about private listings.

@ Like * want || ¥ Own

NT6X50AB DMS-100 DS1 Int
shipping

Iltem Used
condition:

—
3 Quantity: |1 3 available

Price: US $30.00 n

Best Offer: n
M—-M wBilleLater New customers get $10

Nortel DMS-100

http://www.phworld.org/switch/ntess.htm



Not the first PSTN technology transition

communication = data (“transmission”) + control (“signaling”)

SRR
RN
W

invented 1888
deployed 1900s

1894

1965



What are key attributes?

Universality Public safety
reachability = global citizen-to-authority:
numbering & interconnection emergency services (211)
media = HD audio, video, authority-to-citizen: alerting
text

law enforcement
availability = universal

! survivable (facilities
service regardless of

redundancy, power outages)

h .
.geogrclp Y Quality
income i . .
disability media (voice + ...) quality

assured identity: telephone

affordability = service
numbers

competition + affordable
standalone broadband assured privacy (CPNI)

accountable reliability



Public Safety (NG211 & NG112)

o1 Transition to NG211 & NG112

underway

NGxxx = all-IP (SIP + RTP)
emergency calling

01 Key issues:

Indoor location for wireless

= location accuracy of 50/150m may
not be sufficient

® need apartment-level accuracy,
including floor

m Civic (Apt. 2C, 5 W Glebe), not geo
Cost, scaling and transition

ot
0
8 i |
i W
g
= rey
[ i
—
/

i




Reliability

1 How do we measure reliability & QoS?
E.g., FCC Measuring Broadband America
project?

1 Can we improve power robustness?
Circuit-switched: -48V @ 20-50 mA (~ 1 W)
e.g., DOCSIS modem consumes ~7W (idle)

Li-lon battery = 2.5 Wh/$ =» 3% /hour of
standby time

1 Can we simplify multihoming to make new
PSTN more reliable than old?

e.g., cable + 4G




Universal service

One Policy,
One System,
Universal

T. Vail
(1907)

01 Eligible Te

1 Carrier of

1 Universal Service Fund

For the purpose of regulating interstate and foreign commerce in

communication by wire and radio so as to make available, so far as possible,

to , Without discrimination on the basis of
race, color, religion, national origin, or sex, a rapid, efficient,

with adequate
facilities at reasonable charges, for the purpose of the national defense, for

the purpose of promoting safety of life and property through the use of wire
and radio communications, ... (47 USC § 151, 1934)

2010 Total USF
Disbursement: $7.95 billion

ecommunications Carriers
Last Resort (COLR)

Rural Hea
Care, 1%

Source: Universal Service Administrative Company




- Policy + technology



Policy = technology

Part 15 (“unlicensed”)
since 1938

major revision 1989
higher frequencies
unintentional, incidental, intentional

authorized devices
-2 WiFi
GPS in cell phones
E?11 rules

- location-based services

C

Find a place to go X

in S 2
arlton st W @

G m)%zlv Canal St M A

il i Canal St [ e“’el I IQ =]



Policy = technology

01 Closed captioning CCNNI'.%
initially, for Deaf and Hard of

Hearing AIRPORT NETWORK
migrated to

® airports

® doctor’s offices

m sports bars
enables text-based retrieval

e e | e T e o | A, - e —

Il INTERNET ARCHIVE  Web I Video | Texis I Audio I Projecis I About I Acoount I TVNews A VILL PUT U PLRT o TR

RIOHY THACE IM cROER Yo ”‘_‘_-_-_-w_:ﬂ
\‘:jmv

Search 355,000 Broadcasts. Borrow on DVD.

.....



Policy inputs
s

Court cases
(Brand X, Comcast,

...)
Prior actions Economic analysis

(e'g" VolP (competition, investment,
definition) consumers)

Law Other impacts
(social policy

(] 934 & objectives, fraud risk,
1996 Act) el




Telecom policy tool kit

price-
regulated

utility

»”
gov't grants
(USF)

high cost + low
income



Example: CFR 47

47

Parts 70 to 79
Revised as of October 1, 2009

Telecommunication

§ 15.5 General conditions of operation.

(a) Persons operating intentional or unintentional radiators
shall not be deemed to have any vested or recognizable
right to continued use of any given frequency by virtue of
prior registration or certification of equipment, or, for
power line carrier systems, on the basis of prior
notification of use pursuant to §90.35(g) of this chapter.
(b) Operation of an intentional, unintentional, or incidental
radiator is subject to the conditions that no harmful
interference is caused and that interference must be
accepted that may be caused by the operation of an
authorized radio station, by another intentional or
unintentional radiator, by industrial, scientific and medical
(ISM) equipment, or by an incidental radiator.



Process

* Notice of Inquiry

NPRM

* Notice of Proposed Rule Making
comments,

replies & ex

R&O
* Report & Order

parte

Petition for reconsideration

- rarely

Federal court review




Chairman (D)

4 Commissioners (2 D, 2 R)

Consumer and
Governmental
Affairs

Enforcement

International

0 Independent federal agency

1 About 1,600 employees

Public Safety &

Homeland
Security

Wireless
Telecommunications

Wireline
Competition




Policy = technology

Future opportunities:
indoor location

Video relay service = first multimedia phone-number-
based interoperable real-time communication solution

dynamic spectrum access (“TV white spaces”, 3.5 GHz
band)



- Conclusion



My 2023 predictions

Still largely the same transmission technology
fiber, OFDM

Still largely the same protocols

Similar applications
but scaled up & integrated

Lots of boring new applications

electric meter reading! finding parking spots!
Fewer cords (last mile & last foot)

Increasing complexity = serious security challenges



Conclusion

Networks are too important to be left to (just)
engineers

but there are technology niches...

Key Internet problems are combinations of
economic: who pays and gets paid?
legal: who gets to do what?
legacy: who doesn’t want to go away?

political: who can make others do things they don’t like?



